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Abstract  
While the Circular Economy (CE) is widely regarded as a strategy for sustainability, little research has 

examined how its principles are distorted and exploited by criminal ecosystems. This study investigates the 

deviant appropriation of CE practices—such as refurbishing, recycling, and reselling—by organized crime 

networks, conceptualized as the “malignant circle” of the CE. Using a qualitative approach, the paper 

synthesizes empirical evidence from global case reports and the literature to analyze how illicit actors distort 

CE flows to profit and fund criminal activities. The findings reveal six overarching criminal practices that 

subvert CE principles, including e-fencing, illegal waste dumping, and counterfeit upcycling, perpetuating 

criminal ecosystems while undermining sustainability goals. A conceptual model and structured typology are 

introduced to illustrate the feedback loops that sustain this malignant system. The study contributes to the CE 

and criminology literature by highlighting policy gaps and discussing solutions to disrupt illicit circular flows, 

with implications for traceability, digital governance, and consumer education.  

Keywords Criminal Ecosystems · Illicit Circular Practices · Supply Chain Traceability · E-fencing Networks 

· Counterfeit Upcycling 

1. Introduction  

The main idea behind the Circular Economy (CE) is that it can address many sustainability issues related to 

resource generation, increase overall manufacturing efficiency, manage waste generation, prolong the 

products’ life cycles, and implement renewable energy sources (Stahel, 2016; Ferasso et al., 2023). The CE is 

primarily conceived through the Rs strategies and presented in a wide array. Most of the definitions aligned in 

considering R actions such as reducing, reusing, recycling, repairing, remanufacturing, recovering, 

redesigning, refusing, rethinking, repurposing, and reverse logistics (Manickam & Duraisamy, 2019; 

MacArthur, 2013; Urbinati et al., 2017; Geissdoerfer et al., 2017; Kirchherr et al., 2017; Kirchherr et al., 2023; 

Zsakay, 2019). Recently, with the spread of Industry 4.0 and 5.0 and artificial intelligence, digitalization and 

modern technologies fostered CE implementation by leveraging overall processes’ efficiency (Jiang et al., 

2022; Lee et al., 2023).  

Despite these advancements in CE, its application principles can sometimes take an unexpected turn. 

Unfortunately, the CE’s Rs strategies fostered robberies and other illegal economic activities, leading to a 

‘malignant CE circle’ within criminal ecosystems. Motivated by recent international reports on robberies, 
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counterfeit trade, and illegal waste disposal, this study analyzes how criminal actors exploit CE practices—

such as refurbishing and reselling stolen goods—for illicit profit.  

The main goal of this article is to analyze the deviant use of CE’s strategies to fund criminals and form a 

malignant circle of such activities. I present some critical problems related to criminal actions, supported by 

the distorted use of CE actions across entire criminal ecosystems. Then, I present the fundamental ideas of the 

malignant CE circle, finalizing with suggestions for policymakers, governments, society, and companies to 

tackle the identified issues.  

2. Criminal Subversion of Circular Economy Flows  

In transitioning from a linear “take‑make‑dispose” model to a CE, the 4Rs (Reduce, Reuse, Recycle, Recover) 

are frequently championed as routes to resource efficiency and sustainability (Stahel, 2016). However, this 

laudable shift also creates opportunities for illicit actors who appropriate circular flows not as benign reuse of 

materials but as a malign cycle of exploitation and crime. Specifically, refurbishing and reselling stolen goods 

exemplifies how criminal actors may co-opt legitimate CE practices.  

From a criminological perspective, this phenomenon can be understood through the enterprise theory of 

organized crime: criminal actors enter markets when profit opportunities are high, risks are low, and regulatory 

or monitoring barriers are weak (Smith, 1980; UNODC, 2018). In the context of a CE, second‑hand and 

refurbished goods markets are gaining legitimacy and demand, reducing the stigma and detection risk for illicit 

actors.  

In this specific illicit‐circular dynamics, one may distinguish the following analytical dimensions:  

• Source exploitation: Goods stolen from licit channels (e.g., vehicles, spare parts, electronics) enter 

refurbishment circuits masquerading as legitimate reused goods.  

• Transformation/valorization: The stolen goods are cleaned, lightly modified, or rebranded and 

reintroduced into reuse markets under the guise of circularity.  

• Market insertion: The refurbished items are sold legitimately or semi‑legitimately (online platforms, 

second‑hand shops, exportations), where they blend with bona fide reused goods, making detection 

difficult.  

• Feedback into the circle: Profits from this illicit reuse are reinvested by criminal actors into further theft 

or illegal procurement of goods, thereby perpetuating the malignant reuse circle.  

These activities are neither solely illegal waste disposal nor traditional counterfeiting; instead, they involve 

theft and reuse/refurbishment, and resale within a CE setting. Conversely, other illicit CE forms, such as illegal 

waste trafficking or counterfeit “green” goods, require distinct analytical treatment. Considering how these 

activities interact with CE policy features, many reuse/refurbishment schemes rely on extended producer 

responsibility (EPR), reverse logistics, and traceability systems. Weak oversight, inadequate chain‑of‑custody 

controls, or regulatory gaps in end‑of‑life markets provide criminal actors with structural opportunities to 

exploit circular flows, such as institutional failures in collective waste-recovery systems (Yamaguchi, 2023).  

Furthermore, the global illicit economy literature highlights how illegal reuse markets may scale when 

linked to broader organized crime networks (Sutton, 1995; Quinn et al., 2022; Estancona, 2025). For instance, 

the Global Initiative’s report on the global illicit economy emphasizes how commodity flows (including 

second‑hand/refurbished goods) become integrated into transnational criminal value chains 

(Global Initiative Against Transnational Organized Crime, 2021).  

We can theorize a hybrid value chain by linking this to CE pathways: conventional circular-reuse networks 

converging with stolen‑goods networks. The policy and governance implications are considerable, especially 

in intervention levers by enhancing traceability in reuse markets. Additionally, applying the market reduction 
approach aims to reduce the opportunity for illicit resale, a concept long used in research on stolen goods 

(Malakouti & Hazrati, 2025).  
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The following sections consolidate these forms of illicit circular activity into a conceptual model—the 

malignant circle of the CE—showing how each practice perpetuates criminal ecosystems.  

2.1. Trade of counterfeit products and e-fencing  
Counterfeit products are also made from recycled raw materials. One recent example came from China, where 

authorities dismantled a major counterfeit operation manufacturing fake AirPods using low-cost materials in 

Sichuan Province. The raid uncovered three production lines, nine counterfeit production sites, and six sales 

locations, confiscating over 114,000 counterfeit units. Apple lost US$3.2 billion in 2021 due to counterfeit 

AirPods, while customers faced risks, including poor performance, safety hazards, and privacy concerns from 

unregulated components (Lovejoy, 2024).  

In 2024, US counterfeiters purchased stolen goods and sold them online (called e-fencing) through Amazon 

and eBay. E-fencing allows criminals to reach a broader customer base while maintaining anonymity. There 

are cases in which discarded branded clothing is being upcycled by criminals to mimic authentic products 

(U.S. Department of Justice, 2025).  

2.2. Illegal disposal of waste  
Companies are increasingly exploiting CE practices to dispose of hazardous waste illegally. In the US, Cosmo 

Specialty Fibers faced fines for improper hazardous waste management, while Canadian companies were 

exposed for exporting over 2,300 metric tons of contaminated waste to developing countries in 2022 

(Washington State Department of Ecology, 2024; Klean Industries, 2024). In Italy, criminal organizations 

known as "ecomafia" engage in illegal waste dumping, causing environmental harm. These activities are 

exacerbated by mislabeling and a lack of transparency, hindering enforcement. The EU is responding with 

stricter regulations on cross-border waste transportation to address the issue (Bolevich, 2024).  

The recycling industry faces challenges from theft and illegal practices due to the high value of recycled 

materials. Criminals steal recyclable materials and exploit their lack of traceability to profit. Additionally, 

electronic waste is often illegally exported to developing countries. For example, the US company Executive 

Recycling falsely claimed to recycle e-waste while exporting it to China (U.S. Immigration and Customs 

Enforcement, 2024). Similar schemes involve criminals collecting e-waste under the guise of recycling but 

illegally shipping it abroad under hazardous conditions.  

3. Structured Overview of Illicit Circular Economy Practices  

To complement the qualitative information from the cases discussed in previous sections and strengthen the 

analytical depth of this study, Table 1 synthesizes the main criminal activities identified across countries, 

linking them to their societal impacts and the corresponding CE principles distorted by illicit actions.  
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Table 1. Illicit CE practices, their societal Impacts, and related CE principles (Source: Own elaboration.)  

Type of Criminal Activity  Description / Examples  
Main Societal and Policy 

Impacts  

Distorted CE Principles 

(Rs)  

Refurbishing and reselling 

stolen goods  

Theft of vehicles, electronics, 

and other goods for resale 

through disassembly 

companies, informal repair 

shops, and online platforms 

(e.g., São Paulo, New York).  

– Financial losses for 

consumers and legitimate 

businesses.  

– Growth of informal and 

criminal economies.  

– Weakening of tax collection 

and product traceability 

systems.  

– Increased corruption and 

law-enforcement burden.  

Reuse, Repair, Refurbish  

E-fencing of stolen or 

counterfeit products  

Online resale of stolen or fake 

goods via Amazon, eBay, and 

fraudulent websites; often 

involving upcycled branded 

clothing or electronics (e.g., 

e-commerce in the U.S.).  

– Consumer deception and 

safety risks.  

– Market distortion and 

erosion of brand trust.  

– Challenges for digital-

platform governance and 

international policing.  

Reuse, Refurbish, Rethink  

Counterfeit upcycling  

Use of recycled or discarded 

materials to manufacture 

counterfeit products (e.g., 

fake AirPods factories in 

China).  

– Health and safety hazards 

for users.  

– Intellectual-property 

violations.  

– Loss of legitimate market 

value.  

– Increased environmental 

waste from substandard 

products.  

Refurbish, Recycle, Rethink  

Illegal disposal of hazardous 

waste  

Export or dumping of 

contaminated or industrial 

waste by companies (e.g., 

U.S., Canada, and Italy’s 

“ecomafia”).  

– Severe environmental 

degradation and public-health 

threats.  

– Burden on developing 

countries receiving waste.  

– Regulatory failure and 

governance challenges.  

Reduce, Recover, Recycle  

Theft and trade of recyclable 

materials and e-waste  

Theft of valuable recyclables; 

false claims of recycling 

while exporting e-waste 

illegally (e.g., Executive 

Recycling case, U.S.).  

– Environmental and 

occupational hazards.  

– Undermining of legitimate 

recycling industries.  

– Loss of consumer trust in 

“green” supply chains.  

Recover, Recycle  

Unlicensed repair and 

refurbishment services  

Informal workshops repairing 

stolen or counterfeit goods, 

often without safety standards 

or taxes (e.g., São Paulo).  

– Consumer exposure to 

unsafe repairs.  

– Fiscal evasion and unfair 

competition.  

– Loss of traceability in 

product life cycles.  

Repair, Refurbish, Reuse  

The table demonstrates that each criminal activity simultaneously undermines multiple Rs of the CE, 

producing negative ripple effects across society, governance, and legitimate markets. Collectively, these 

interactions constitute the “malignant circle”—a self-reinforcing system in which profits from illicit CE 

practices fund further criminal operations.  

This structured comparison demonstrates that illicit circular practices—such as the refurbishing and resale 

of stolen goods, e-fencing of counterfeit products, illegal waste disposal, and unlicensed repair networks—

affect economic systems, consumer safety, public policy, and environmental governance. Each criminal 
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activity exploits one or more of the Rs of the CE, thereby transforming legitimate sustainability strategies into 

mechanisms that sustain criminal ecosystems.  

These patterns illustrate how the “malignant circle” of the CE perpetuates itself through feedback loops 

between profit generation, market demand, and regulatory weaknesses, reinforcing the need for targeted policy 

interventions and multi-stakeholder governance responses.  

4. The malignant circle of CE  

Criminal activities contribute to the perpetuation of each CE Rs identified in the analyses (see Figure 1).  

Actions associated with the ‘reduce’ principle are driven by illegal waste dumping and exportation, leading 

to severe health and environmental hazards. The ‘recover’ action is promoted by illicit recovery processes, 

which involve material misuse and result in additional health risks and environmental damage. The ‘reuse’ 

principle is reinforced by the resale of stolen goods and by e-fencing, fueled by consumer demand for such 

products.  

Unsafe repair activities on stolen items, unlicensed repair services, and the removal of product ownership 

and traceability by criminals exacerbate the ‘repair’ action. The ‘refurbish’ action thrives on refurbishing 

counterfeit goods and repurposing stolen or discarded original products and byproducts. The ‘recycling’ 

principle is sustained by the theft of valuable recyclable materials, smuggling waste across borders, and the 

upcycling of counterfeit products and packaging. Finally, the ‘rethink’ action is bolstered by the intentional 

repacking of counterfeit products as originals, consumer demand for counterfeits, and the criminal innovation 

driving the counterfeiting industry.  

These actions perpetuate a malignant circle of criminal activities, undermining CE principles, sustaining 

criminal ecosystems, and generating profits that further fuel their existence. 
 

 

Figure 1. The malignant circle of CE  
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5. Suggestions for disrupting the malignant circle of CE  

To dismantle the malignant circle of criminal activities in the CE, several recommendations are proposed for 

the involved stakeholders.  

Empowering consumers through education is crucial, focusing on the risks of purchasing counterfeit or 

stolen products, particularly in secondhand markets, the health hazards of improperly refurbished goods, and 

the importance of secure disposal practices. Consumers should also be educated on how to identify certified 

dealers to ensure product safety and integrity.  

Corporations can significantly contribute by adopting certifications that comply with environmental and 

ethical standards, such as the R2 certification for electronics recyclers. Another robust measure is 

implementing traceability through blockchain technology for products, byproducts, and parts within supply 

chains. This would deter illegal recycling activities and prevent unlicensed repair and refurbishing services. 

Information-sharing initiatives, such as ScrapTheftAlert.com, should be expanded to encourage collaboration 

among manufacturers, legal recyclers, law enforcement, and consumers to identify and recover stolen goods 

from illegal resales.  

Government bodies and private companies should promote responsible consumption of upcycled products. 

At the same time, manufacturers must strengthen take-back programs and ensure responsible waste disposal. 

Public organizations must invest in effective rehabilitation programs for individuals affected by substance 

abuse, integrating them into certified recycling and refurbishing jobs.  

Policymakers can further enhance the effectiveness of these measures by introducing incentive-based 

programs, such as rewards for take-back initiatives and certifications for recycling, refurbishing, and waste 

management organizations. To foster a culture of compliance, businesses committed to ethical recycling 

practices should be offered tax breaks or grants. Policymakers can also introduce reduced taxes for businesses 

using recycled parts sourced from authorized and certified dealers.  

Combating criminal activities requires national and international cooperation, strengthened law 

enforcement, and partnerships with companies like eBay to address the sale of counterfeit and stolen goods. 

Police must track CE-related crimes and improve documentation, while ensuring compliance with international 

conventions like the Basel Convention for managing hazardous waste.  

In conclusion, a multifaceted approach involving consumer education, corporate responsibility, stronger 

regulations, and enhanced law enforcement collaboration is critical to dismantle criminal ecosystems based on 

CE.  
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